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• Cybersecurity Consulting:
• 10+ years DoD cybersecurity experience
• NIST 800-171: Controlled Unclassified 

Information (CUI)
• Army, Navy, Air Force customer 

experience

• Certified:
• Certified CMMC Assessor (CCA)
• Certified CMMC Professional (CCP)
• Authorized CMMC 3rd Party Assessment 

Organization (C3PAO)

• Awards:
• President’s Volunteer Service Award
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A Bit About Me

• Air Force & DoD Enterprise/Information Security 
Architect
• Air Force Program Manager at SAF/CIO and Air Force 

Academy
• Started Peak InfoSec in 2016
• CMMC Efforts:

• Provisional Assessor #17—now a CCA
• CEO of an Authorized CMMC 3rd Party Assessor 

Organization (C3PAO)
• CMMC Training Curriculum Developer
• Including Peak InfoSec, involved in 4 DoD Audits related to 

NIST SP 800-171/CMMC in 2022
• Serve as the Information System Security Officer for 

Coalfire Federal & led them through their CMMC audit



Conformity Assessment Purpose

•Assessment means the testing or evaluation of security 
controls to determine the extent to which the controls 
are implemented correctly, operating as intended, and 
producing the desired outcome with respect to meeting 
the security requirements for an information system or 
organization

•Draft 32 CFR Part 170, §170.4, Acronyms and definitions



Overall Schedule
• 6 Weeks Prior to Assessment:
• Pre-coordination call
• Scope Validation & Certification 

Assessment Readiness Review

• 21 Days Prior to Assessment Start:
• Assessment Plan Finalized
• Artifact review repository established

• 7 Days Prior to Assessment Start:
• Artifacts received by C3PAO for 

examination of artifacts
• Baseline Freeze begins

• Assessment Week(s)
• Assessment activities end immediately 

following last on-site visit

• Assessment End Date:
• Final Out-Brief

• Appeals Window
• To be defined in published CMMC 

Assessment Procedure
• ~20 Business Days



NIST SP 800-171A Appendix D:  Assessment Procedure

Depth
“The depth attribute 

addresses the rigor and 
level of detail of the 

assessment”

Comprehensive

Focused

Basic

Basic Focused Comprehensive
Coverage

“The coverage attribute addresses the scope or breadth of the assessment.”
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Self Attestation

DFARS 7019 Basic

DFARS 7019
Medium

{Examination Only}

DFARS 7019 High

CMMC Assessment
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• Conformity must be evaluated against all systems of type
• A system of type can inherit controls from another system

of type (e.g., using DUO Security)

Crap Rolls Up Hill
Requirement to Objective to System X

Objective Evaluation Methods
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Evidentiary Source Objects
Examine Interview Test



Where are Assessors coming from?

Assessors
• Can not trust you
• Need to validate almost 

everything
Assessors validate your 
environment via
• Examinations {Always}
• Interviews {Mostly}
• Tests

“Organizations [Certified Assessors] are not expected to employ 
all Assessment methods and objects contained within the 
Assessment procedures identified in this publication. Rather, 
organizations [Certified Assessors] have the flexibility to 
determine the level of effort needed and the assurance required 
for an Assessment (e.g., which Assessment methods and 
Assessment objects are deemed to be the  most useful in 
obtaining the desired results). This determination is made based 
on how the organization [contractor] can accomplish the 
Assessment objectives in the most cost-effective manner and 
with  sufficient confidence to support the determination that the 
CUI requirements have been satisfied”

CMMC Assessment Procedure V1.0 DRAFT, tailored from NIST SP 800-
171A, para 2.1
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Surgeons General’s Warning for CMMC
• Discussing CMMC, NIST SP 800-171, FCI, & CUI have been proven to cause:
• Anger
• Anxiety
• Brain Freezes
• Confusion
• Dumbfoundness
• Mind-numbing pain
• Panic-attacks
• Sense of being overwhelmed

Shock
Denial
Anger

Bargaining
Depression
Testing

Acceptance

Initial Paralysis at hearing the bad news

Trying to avoid the inevitable

Frustrated outpouring of bottled-up emotion

Seeking in vain for a way out

Final realization of the inevitable

Seeking realistic solutions

Finding the way forward

CMMC 7 Stages of Grief



Information Security Turnaround Specialists

Three Types of Evidentiary Objects

System Design 
Documentation
“How it should be”

• !!"
• #$%$&'()*'$+,-)

*./0('-&1&+.-2
• ".3+/+'$4)"31-$4)5)

"6./'*06'$
• 76,1-+81&+.-)9':+-'*)

"161('&'6$

System 
Configuration

“How it was set up”

• !!"
• #$%$&'()/.-:+,061&+.-)

$'&&+-,$)1-*)1$$./+1&'*)
*./0('-&1&+.-2

• ".3+/+'$4)"31-$4)5)
"6./'*06'$

• #'-&'6;6+$')16/<+&'/&06')
*./0('-&1&+.-2

Supplemental 
Artifacts

“Proof it works”

• =+$&$).:>
• ?'/.6*$).:)>
• !/6''-$<.&$
• @61+-+-,)A.-&'-&
• >



NIST SP 800-171 Artifact Request Template

• Based on DIBCAC’s spreadsheet & Publicly available Database 
https://www.dcma.mil/DIBCAC/
• Used to track artifacts
• Informs you of the teams expected assessment methodology

https://www.dcma.mil/DIBCAC/


How do Assessors Validate via Examination?
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How do Assessors Validate via Interviews?
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How do Assessors Validate via Test?
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ODP Disconnect



Controlling the Assessment
• Rule #1:  Do Not leave your Assessors alone to figure things out.
• Point them directly to where the reference is at (e.g., Access Control Policy, Para #1 for 

3.1.1)
• Rule #2: Use your SSP, “Document Traceability Matrix,” and supporting artifacts 

to guide your assessors.
• “Effective security plans make extensive use of references to policies, procedures, and 

additional documents (e.g.,  design and implementation specifications) where  more 
detailed information can be obtained.” !"#$%#&%'(()*+*,%-.*/.0%1234533267

• Rule #3: Control the conversation, even in the examination phase
• Exam:  Point to the cited reference
• Interview:  Stay on topic for the AO being addressed
• Be ready to demonstrate the related components or bring up sample evidence

• Rule #4:  Maximize the opportunity for assessors to use Examination only
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CyberSec Investments Assessor’s Playbook



Documenting the Assessment

Who did we 
interview?

What are we 
examining?

Examination 
notes for 

citations and 
disconnects

Interview notes

Testing/
demonstration 

result notes

What was tested?

Repeat for each 
objective

Complete after taking notes

Who did we 
interview?

Requested 
artifacts



Control yourself during the assessment

!"#$%&'(%%)*$+%,$%-./%,$%.0$%
12+$%,34*%.%52+402#6%-427%4.#83+9
• Don’t let fear “that we don’t 

get it” get you into trouble
• Don’t try and show off



RA.L2-3.11.2, 
Vulnerability Scan
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